1/23/2026 7:52:55 PM T00-30 SECURITY SPECIFICATIONS

SERVERFARM - SECURITY COMMISSIONING CHECKLIST serverfarm:
SECURITY SYSTEM FUNCTION SUMMARY SECURITY EQUIPMENT LIST SECURITY SCOPE REQUIREMENTS
TAG DESCRIPTION COLOR/FINISH MFG MODEL # ITEMNO ITEM CHECKED BY DATE COMMENTS
1. OVERVIEW ACCESS CONTROL SYSTEM ACCESS CONTROL 1. ACCESS CONTROL 35. CAMERA CABLING: BY CC
1.1. THE CAMPUS SECURITY SYSTEM IS BUILT ON GENETEC SECURITY CENTER GENERAL 11. SYSTEM: GENETEC SECURITY CENTER 3.6. CAMERAPATCHCORDS:  BY SERVERFARM
(GSC), LEVERAGING ITS FEDERATION™ FEATURE TO INTERCONNECT ACOT1 SYSTEM CONTROLLER/SERVER NA GENETEC SECURITY CENTER 12. SERVER: BY SERVERFARM 37. DAYSOF RECORDING: 93 (STORAGE BY OWNER)
BUILDINGS 1, 2, 3, 4. FEDERATION JOINS MULTIPLE INDEPENDENT GSC ACOD INTELLIGENT GATEWAY APPLIANCE (2 REQUIRED) NA GENETEC SYNERGIS CLOUD LINK ACO1 /CEBCEEEESDCA%NTTS% fl\f\lfLL'NG PULLED, TERMINATED, PROPERLY DRESSED AND 1.3. CARDS FURNISHED: BY SC 38. FRAME RATE (NO MOTION): 1 FRAME EVERY 5 SECONDS
SYSTEMS INTO A SINGLE VIRTUAL PLATFORM, ENABLING CENTRALIZED 14. CARD TYPE: HID CORPORATE 1000 39. FRAME RATE (MOTION): 15 FRAMES PER SECOND, FRAMES PRE AND POST EVENT
MONITORING, REPORTING, ALARM MANAGEMENT, AND INCIDENT RESPONSE ACO3 SOFTWARE LICENSE - CLIENT WORKSTATION N/A GENETEC GSC-1U ACO02 ACCESS CONTROL PANELS INSTALLED AND POWERED ON 1.5.  NUMBER OF CARDS: VERIFY WITH OWNER 3.10. COMPRESSION: H.265 GR WA
WHILE MAINTAINING LOCAL AUTONOMY AT EACH SITE. EACH FACILITY 16. BADGING: CAMERA AND PRINTER BY SC 3.11. RESOLUTION: MAX PER CAMREA ’
OPERATES ITS OWN LOCALIZED SECURITY SYSTEM INSTANCE WITH A AC04 SOFTWARE LICENSE - BADGING N/A GENETEC INCLUDED IN SYNERGIS AC03  |ACCESS CONTROL PANELS LABELED 1.7. PROGRAMMING 3.12. CAMERA COLOR: VERIFY WITH ARCHITECT
DEDICATED GSC LICENSE, WHICH FEDERATES DATA IN REAL-TIME TO THE 1.7.1. THE SC SHALL MEET WITH OWNER TO DISCUSS HOW THE ACCESS CONTROL AND ALL 3.12.1. CUSTOM FINISHES TO BE INCLUDED BY SC AS NEEDED. STRUCTURAL ENGINEERS
PRIMARY SYSTEM. THIS ARCHITECTURE SUPPORTS STREAMLINED AC05 SOFTWARE LICENSE - BIOMETRIC READER INTERFACE N/A GENETEC SDK FOR SUPREMA ACO04 ACCESS CONTROL PANEL POWER SUPPLY VOLTAGE IN SPEC INCLUDED MODULES ARE TO BE INTEGRATED. THE SC SHALL PROGRAM THE SYSTEM TO MEET 3.13. PROGRAMMING: m W m = Micoion Critical
OPERATIONS ACROSS DISTRIBUTED SITES, REDUCES SINGLE POINTS OF THOSE CONDITIONS. 3.13.1. CONFIGURATION OF RECORDING DEVICE, IP ADDRESS AND REMOTE ACCESS N -am W A | o~ v
FAILURE, AND ENSURES COMPLIANCE WITH INDUSTRY STANDARDS SUCH AS AC06 SOFTWARE LICENSE - CLOUD INCLUDED WITH APPLIANCE N/A GENETEC (VERIFY) AC05  |PROPER ACCESS CONTROL LICENSING PROVIDED 17.2. THE SC SHALL PROVIDE AND INSTALL SOFTWARE MODULES REQUIRED FOR A COMPLETE AND 3.13.2. CHANGE USERNAME AND PASSWORD ON ALL CAMERAS AND VIDEO SERVER. NO DEFAULT ey w o wmm o ollESHR
THOSE OUTLINED IN TENANT'S SUPPLIER INFORMATION AND PHYSICAL OPERATIONAL SYSTEM. THESE MODULES CONSIST OF BUT ARE NOT LIMITED TO: USER AND PASSWORDS ARE TO BE USED. ALL USERNAMES AND PASSWORDS MUST BE A —— ] R ,rrraT
SEGURITY STANDARDS. THE SYSTEM ALSO ALIGNS WITH TENANT'S GO ACO7 SOFTWARE LICENSE - FEDERATED SITE LICENSE N/A GENETEC GTC-GSC-1SCFED AC06  |MANUFACTURER SPECIFIC SOFTWARE TRAINING COMPLETED 1791 GENETEC FEDERATION PROVIDED TO OWNER PRIOR TO PROJECT COMPLETION. Owm ww  ww 1 IVICHIUCL UL WOF
LOCATION SECURITY STANDARDS FOR FACILITY ACCESS. VIDEO 1.7.2.2. GENETEC GLOBAL CARD HOLDER MANAGER 3.13.3. ALL FINAL CAMERA VIEWS MUST BE REVIEWED AND APPROVED BY THE OWNER
SURVEILLANCE, AND REGULATORY REPORTING. ’ ACO8 SOFTWARE LICENSE - GLOBAL CARD HOLDER MANAGER NA GENETEC GTC-GSC-SY-E-AGCHM DOORS/ GATES 1.7.2.3. CLIENT WORKSTATION(S) 3.134. ALL FISHEYE AND PANORAMIC CAMERA VIEWS MUST BE DE-WARPED E N G I N E E R I N G
2. CORE SECURITY SYSTEMS AC09 SOFTWARE SUPPORT AGREEMENT N/A GENETEC ADV-RDU-P-1Y aco7  |ACCESS CONTROL CABLING PULLED, TERMINATED, PROPERLY DRESSED AND 1.7.24. BADGING 3.135. SET-UP OF REGULAR SYSTEM BACKUPS AS REQUESTED BY THE OWNER Ep p L s
21 ACCESS CONTROL LABELED AT THE DOOR 1.7.25. BIOMETRIC READER INTERFACE 3.13.6. SET-UP OF ARCHIVE SYSTEM u
AC10 TRAINING (1 SEAT) BY GENETEC N/A GENETEC SC-STC-001 1.7.2.6. VISITOR MANAGEMENT 3.13.7. SETUP OF REMOTE CLIENTS ON UP TO (3) COMPUTERS AND (3) MOBILE DEVICES
21 iEﬁ¥E§AS THE PRIMARY INTEGRATION HUB WITHIN GENETEC SECURITY ( ) AC08  |PROPER HARDWARE PROVIDED AND INSTALLED 172.7. VIDEO INTERCOM INTEGRATION 3.13.8. IP ADDRESS ASSIGNMENT OF EACH CAMERA .
AC11 SYSTEM NETWORK NODE N/A MERCURY/GENETEC MP4502 1.7.2.8. VIDEO SURVEILLANCE SYSTEM INTEGRATION 3.13.9. ENROLL CAMERA MAC/IP ADDRESS INTO THE VIDEO RECORDING SOFTWARE
212 E\ég';SBS“&Q,L’i\%SM‘,‘E’NHT?@}SHAPE'SEE iﬁgﬂ@@iﬁ?@;ﬂg [E) AFTOARTLC?TC:'E' ACD9  |HARDWARE TESTED FOR SMOOTH OPERATION AND POSITIVE LATCHING 1.7.3. SET-UP OF REGULAR SYSTEM BACKUPS AS REQUESTED BY THE OWNER. 3.13.10. MODIFY CUSTOM SETTINGS OF THE CAMERA FOR FRAME RATE, COMPRESSION, VIDEO KI I I l I e ))) H O r n
CSOC FOR UNIFIED OVERSIGHT. AC12 DUAL READER INTERFACE N/A MERCURY/GENETEC MRS52 AC10 | CLOSER TESTED FOR PROPER FUNCTION 1.7.4. PROGRAM ALL DOOR AND HARDWARE INTO THE SYSTEM WITH ANY CUSTOM NAMING QUALITY AND NAMING. ALL NAMES MUST BE APPROVED BY OWNER.
REQUIRED BY THE OWNER. 3.13.11. SET ANY REQUIRED IMAGING SETTINGS INCLUDING WHITE BALANCE, LOW LIGHT
213 Q”:ﬂg‘fﬁ%ﬁﬁgﬁg’g@gﬁ%’é{iffﬁg T Lo e o INCLUDING BADGE ACT3 | SINGLE READER INTERFACE NA MERCURY/GENETEC MRS0 AC11 | ACCESS CONTROL DEVICE INSTALLED 1.75. SET-UP DOOR GROUPS AS REQUIRED BY OWNER. PROGRAMMING A SINGLE DOOR GROUP I COMPENSATION, WIDE DYNAMIC RANGE AND AREA MASKING.
2.1.4. LOCAL USERS HAVE PERMISSIONS TO VIEW AND MANAGE THEIR SPECIFIC AC14 INPUT BOARD - 16 IN N/A MERCURY/GENETEC MR16IN NOT ACCEPTABLE. 3.14. SYSTEMS INTEGRATION:
FACILITY: CSOC SECURITY OPERATORS HAVE GLOBAL AUTHORITY TO AC12  |DEVICE LABELED 1.7.6. SETUP FLOOR GROUPS FOR ELEVATOR CONTROL AS REQUIRED BY OWNER. PROGRAMMING A 3.14.1. THE SC SHALL PROVIDE THE INTEGRATION LINK BETWEEN THE ACCESS CONTROL AND VIDEO
MONITOR AND ADMINISTER ALL SITES. AC15 OUTPUT BOARD - 16 OUT N/A MERCURY/GENETEC MR160UT SINGLE FLOOR GROUP IS NOT ACCEPTABLE. RECORDING SOFTWARE INCLUDING ANY ADDITION LICENSING REQUIRED.
515 FULL INTEGRATION WITH OTHER GSG MODULES AND THIRD-PARTY AC13  |VOLTAGE IN SPEC 1.7.7. THE SC SHALL COORDINATE WITH THE ELEVATOR CONTRACTOR FOR REQUIREMENTS AND 3.14.2. THE SC SHALL TRAIN THE OWNER ON ADDITIONAL INTEGRATION FUNCTIONS THAT CAN BE
SYSTEMS, INCLUDING VIDEO MANAGEMENT (FOR EVENT-TRIGGERED AC16 POWER SUPPLY N/A ALTRONIX TROVE SERIES ot |sTATUS INSTALLATION OF ALL NECESSARY CABLE FOR A COMPLETE OPERATIONAL SYSTEM. THE SC UTILIZED WITHIN THE SYSTEMS.
PLAYBACK), INTERCOM (FOR REMOTE DOOR RELEASE), KEY SHALL ALSO COORDINATE ALL FINAL CONNECTIONS BETWEEN THE ACCESS CONTROL SYSTEM 3.15. COMMISSIONING:
AC17 ENCLOSURE N/A ALTRONIX TROVE SERIES AND THE ELEVATOR SYSTEM FOR A COMPLETE OPERATIONAL SYSTEM. 3.15.1. SUBMIT CONFIRMATION FROM OWNER THAT ALL CAMERA VIEWS HAVE BEEN REVIEWED AND
MANAGEMENT (FOR AUDIT TRAILS), AND INTRUSION DETECTION (FOR AC15  |FORCED OPEN
ALARM CORRELATION). 1.7.8. SET-UP STANDARD ACCESS LEVELS BASED UPON CUSTOM EMPLOYEE TYPES AS REQUIRED BY ARE ACCEPTABLE.
5 1.6. SUPPORTS FEDERATED REPORTING FOR COMPLIANGE AUDITS. ENSURING AC18 BATTERY 12V 7AH N/A YUSUA NP7-12 AC16 | HELD OPEN OWNER. PROGRAMMING A SINGLE ACCESS LEVEL IS NOT ACCEPTABLE. 3.15.2. THE CAMERA SYSTEM SHALL BE TESTED FOR THE FOLLOWING AS INCLUDED IN THIS PROJECT:
ADHERENGE TO STANDARDS LIKE ISO 27001 AND PCI DSS AS PER TENANT ACT9 STANDARD CARD READER - NO KEYPAD VERIEY HID SIGNO 40 1.79. SET UP EMAIL ALERTS WITHIN THE SYSTEM AND VERIFY MESSAGE TRANSMISSION FROM THE 3.15.2.1. CAMERA POWERED ON AND FOCUSED
REQUIREMENTS. AC17  |REQUEST TOEXIT ACCESS CONTROL SYSTEM TO A USER THROUGH THE OWNERS SMTP SERVER. 3.15.2.2. CAMERA RECORDING
22, VIDEO MANAGEMENT SYSTEM (VM) AC20 MULLION MOUNT CARD READER - NO KEYPAD VERIEY HID SIGNO 20 1.7.10. PROGRAM ALL ALARM INPUT POINTS INTO THE SYSTEM WITH PRIORITY AS DESIGNATED BY THE 3.15.2.3. RECORDING CRITERIA FOR EACH CAMERA
. AC18  |EMERGENCY REQUEST TO EXIT OWNER. VERIFY THE FUNCTION AND RESPONSE OF ALL ALARM POINTS PRIOR TO THE 3.15.2.4. ESTIMATED DAYS OF STORAGE BASED UPON RECORDING CRITERIA
2.2.1. UTILIZES GENETEC'S OMNICAST™ MODULE WITHIN SECURITY CENTER TO
MONITOR INTERIOR AND EXTERIOR CAMERAS CAMPUS-WIDE AC21 BIOMETRIC FINGER PRINT READER VERIFY SUPREMA BEW?2-OAPB COMPLETION OF THE SYSTEM. 3.15.2.5. REMOTE CLIENT SOFTWARE FUNCTIONAL FOR LIVE AND RECORDED VIDEO VIEWING
222 INTEGRATED WITH ACCESS CONTROL FOR AUTOMATED. EVENT-DRIVEN AC19  |VALID CREDENTIAL READ AND ACCEPT 1.7.11. GENETEC SYSTEM TO BE FEDERATED AS PART OF THE SERVERFARM GENETEC ENTERPRISE 3.15.2.6. VERIFY MOBILE SOFTWARE FUNCTIONS APPROPRIATELY AND OWNER HAS BEEN
" VIDEO VERIFICATION (E.G.. CAMERA CALL UP ON DOOR FORCED OPEN OR AC22 BIOCONNECT SOFTWARE (UP TO 100 DEVICES) N/A BIOCONNECT PRO SYSTEM. CENTRAL SERVER RESIDES WITHIN SERVERFARM CHICAGO. SC TO COORDINATE TRAINED
INVALID BADGE ATTEMPTS) o EQUEST TO EXTTMOTION y— oo - AC20 | VALID CREDENTIAL READ AND REJECT WITH SERVERFARM ON ALL PROGRAMMING AND CONFIGURATION. 3.15.3. COMMISSIONING SHALL FOLLOW SECURITY COMMISSIONING CHECK LIST. TURNOVER WILL
1712 SO PROOSAI AV CONGUSE e TSR 15T 108, D6
HISTORICAL PLAYBACK, AND FEDERATED SEARCH ACROSS ALL BUILDING AC24 DOOR CONTACT (FLUSH MOUNT) (GE1078) VERIFY GRI 184-12 18 ENROLLMENT ' ' 4 ALARM MONITORING SYSTEM '
AC22  |VALID BIOMETRIC READ AND ACCEPT
SYSTEMS. 1.8.1. THE SC SHALL ENROLL UP TO 500 CARDS DURING THE CONSTRUCTION PROJECT FOR OWNER'S 41. SYSTEM:GENETEC (TO BE PART OF ACCESS CONTROL)
22.4. TRIGGERS VIDEO BASED ON INPUTS FROM ACCESS CONTROL, INTRUSION AC25 ~ |DOOR CONTACT (SURFACE MOUNT) (GE 22054) NA GRI 4532136 AC23 | VALID BIOMETRIC READ AND REJECT REP, CONSTRUCTION MANAGER, ARCHITECT, MEP AND SECURITY CONSULTANT FOR 411, THE SC SHALL PROVIDE A FULLY FUNCTIONAL ALARM MONITORING SYSTEM AS REFLECTED
ALARMS, INTERCOM CALLS, OR MANUAL OPERATOR COMMANDS. AC2E GATE CONTACT NA GRI 4400 PURPOSES OF THE LIVE COMMISSIONING OF PHASES AND OR MOVE LOCK DOWN. ON THE DRAWINGS & EQUIPMENT LIST.
2.2.5. ENSURES VIDEO SURVEILLANCE COMPLIES WITH TENANT'S PHYSICAL AC24  |INVALID BIOMETRIC READ AND REJECT 19. REMOTE CLIENT 412. THIS INCLUDES BUT IS NOT LIMITED TO DURESS BUTTONS, MOTION DETECTORS, SHOCK
SECURITY BASELINES, INCLUDING FACILITY ACCESS MANAGEMENT AND AC27 DOOR LOCAL ALARM NA DS EAX-411SK 1.9.1. THE SCMUST INSTALL THE REMOTE CLIENT SOFTWARE ON UP TO (3) COMPUTERS WITHIN THE SENSORS, DOOR CONTACTS AND AUDIBLE ALARMS AS NOTED ON THE FLOOR PLANS.
VIDEO RETENTION POLICIES. AC25 | TESTED FOR FUNCTION ON FIRE ALARM/TEST/TROUBLE OFFICE ON THE LOCAL AREA NETWORK. 42. MONITORING
2.3. INTRUSION DETECTION AC28 CARDS HID CORPORATE 1000 1.9.2. THE SC SHALL SET UP ONE GRAPHICAL MAP PER FLOOR WITHIN THE SYSTEM THAT HAS THE 421. ALL ALARM DEVICES TO BE MONITORED THROUGH THE GENETEC ACCESS CONTROL SYSTEM.
2.3.1. EMPLOYS GENETEC'S INTRUSION DETECTION INTEGRATION, CONNECTING VIDEO SURVEILLANCE FLOOR PLAN AS THE BACKGROUND AND ALL DOOR AND ALARM DEVICES PLACED INPUT AND OUTPUT BOARDS SHALL BE INCLUDED FOR THESE DEVICES. ALL ALARM EVENTS O ISSUES
DOOR CONTACTS, MOTION SENSORS, AND GLASS BREAK DETECTORS AC29 BADGE PRINTER WITH ETHERNET MODULE N/A FARGO DTC-4500E APPROPRIATELY UPON IT. TO REPORT TO OWNER SECURITY COMMAND CENTER. THERE IS NO NEED FOR A CENTRAL
23.2 EgFéle?_TlA_IATFQOAATsHTER|Ac§gEE§ |SMCMOENDT|§% r':J/IcC))T[T ILlelziiTIONS AT EACH BUILDING AC30 BADGE PRINTER RIBBONS (FOR 250 CARDS) N/A FARGO 45000 GENERAL 110 COMMISSIONING STATION ALARMMONITORING SERVICE. 1| 12112/2025 | SCHEMATIC DESIGN
WITH FEDERATION FORWARDING EVENTS TO THE CSOC FOR ’ VS01 | SERVER CABLING INSTALLED, PROPERLY DRESSED, AND LABELED L ITNH(IDELC([:)(E:[E)SIS (T:I?IIETFI’QRO(;J?(()?'TEM MUST BE TESTED FOR THE FOLLOWING FLNCTIONS A3 e 4%O1MMT|IS-IISE|?£I,|A'\IIR?/I SYSTEM SHALL BE TESTED FOR THE FOLLOWING AS INCLUDED IN THIS PROJECT: 2 | 01/23/2026 | DESIGN DEVELOPMENT
CENTRALIZED CORRELATION AND RESPONSE. AC31 NON-TECHNOLOGY CARDS WITH ADHESIVE BACKING N/A - - 1101.1. DOOR STATUS ' h '4 311 DOOR FORCED OPEN '
VS02 | SERVERS INSTALLED AND POWERED ON 1011, SANE 3
2.3.3. SUPPORTS ARM/DISARM FUNCTIONS TIED TO ACCESS SCHEDULES, WITH AC32 BADGE PRINTER CLEANING KIT NA FARGO 86177 1.10.1.2. DOOR FORCED OPEN 4.31.2. DOOR HELD OPEN
pas QLLJI[()Bll-\ll—SLS/)V(I;'I'SHF'II'EEDI\IJEEI\?'ITIé?:l\?DiggzlIlzlz)lgl\llliglSEE'CI')T/IRZEEGEMENT AND VS03 | SERVERS LABELED 1.10.1.3. DOOR HELD OPEN 4313. ALLACTIVE DEVICES ARE POWERED UP AND FUNCTIONAL PER MANUFACTURER'S 4
3.4, 1.10.1.4. REQUEST TO EXIT SPECIFICATIONS
LOGGING. VISITOR MANAGEMENT SYSTEM VS04  |DOCUMENT MAC ADDRESS 1.10.15. EMERGENCY REQUEST TOEXIT 5. INTERCOM SYSTEM >
2.4. INTERCOM SYSTEM VM1 VISITOR MANAGEMENT SYSTEM (OFOI) N/A N/A IN COMMAND 1.10.1.6. VALID CARD READ AND ACCEPTED 51. SYSTEM: ZENITEL 6
2.4.1. INTEGRATED VIA GENETEC'S SIPELIA™ MODULE FOR SIP-BASED AUDIO V305  |DOCUMENT IP ADDRESS 1.10.1.7. INVALID CARD READ AND REJECTED 52. SCTO REVIEW DRAWINGS FOR ALL INTERCOM LOCATIONS.
COMMUNICATIONS WITHIN SECURITY CENTER. VIDEO INTERCOM SYSTEM 1.10.1.8. VALID CARD READ AND REJECT 5.3. SCTOPROVIDE ALL LICENSING AND SUBSCRIPTIONS REQUIRED FOR ACCESS CONTROL SYSTEM 7
2.4.2. ALL INTERCOM CALLS (E.G., FROM ENTRY POINTS OR HELP STATIONS) VS06 | VMS SOFTWARE INSTALLED 1.10.1.9. FUNCTION ON FIRE ALARM SYSTEM TEST/ALARMTROUBLE MOBILE APP SUPPORT. 3
ROUTE DIRECTLY TO THE COINCIDING BUILTING FOR INITIAL TRIAGE. 1CO1 VIDEO INTERCOM DOOR STATION (BUILDING) VERIFY ZENITEL TCIV-3+ vS07 | CHANGE ADMIN PASSWORD FROM DEFAULT 1.10.2. COMMISSIONING SHALL FOLLOW SECURITY COMMISSIONING CHECK LIST. TURNOVER WILL NOT 5.4. THE SC SHALL COORDINATE WITH THE CC TO VERIFY NUMBER OF NETWORK PORTS NECESSARY
2.4.3. BUILDING OPERATORS CAN RESOLVE REMOTELY (E.G., VIA VIDEO BE CONSIDERED COMPLETE UNTIL A COMPLETED CHECK LIST IS PROVIDED TO OWNER AND FOR THE INTERCOM SYSTEM. 9
VERIFICATION AND DOOR RELEASE) OR ESCALATE TO LOCAL BUILDING 1C02 EXTERIOR SURFACE MOUNT BOX N/A ZENITEL TA-1 VS08 | CREATE REQUIRED USERNAMES AND PASSWORDS ENGINEER FOR APPROVAL AND SYSTEM IS FUNCTIONING AS DESIGNED. 55. THE SC SHALL INTERFACE THE INTERCOM WITH ANY ACCESS CONTROL AT DOOR STATIONS TO 10
SECURITY STAFF. 1.11. SECURITY PROTOCOL ALLOW REMOTE RELEASE OF THE DOOR.
2.4.4. LOGS INCIDENTS IN THE FEDERATED GSC DATABASE, ENSURING 1C03 INTERIOR FLUSH MOUNT BOX N/A ZENITEL TA-18 VS09 | CONFIGURE STORAGE VOLUMES 1.11.1. OPEN SUPERVISED DEVICE PROTOCOL (OSDP) MUST BE USED FOR ALL APPLICABLE SECURITY 5.6. COMMISSIONING: 11
TRACEABILITY PER TENANT'S SECURITY INCIDENT REPORTING ot VIDEG INTERCOM DESK STATION BLACK JENITEL TSV DEVICES. WIEGAND IS NOT ACCEPTABLE FOR DEVICES THAT SUPPORT OSDP. 5.6.1. COMMISSIONING SHALL FOLLOW SECURITY COMMISSIONING CHECK LIST. TURNOVER WILL
REQUIREMENTS. VS10 | CONFIGURE STORAGE QUOTAS 2. VISITOR MANAGEMENT SYSTEM NOT BE CONSIDERED COMPLETE UNTIL A COMPLETED CHECK LIST IS PROVIDED TO OWNER 12
2.5. KEY MANAGEMENT ! ] 21. SYSTEM: IN COMMAND (EXISTING) AND ENGINEER FOR APPROVAL AND SYSTEM IS FUNCTIONING AS DESIGNED.
2.5.1. TRACKS PHYSICAL KEY ISSUANCE, RETURNS, AND USAGE ACROSS THE 1C05 SOFTWARE LICENSE (FOR INTEGRATION) NA GENETEC GSC-SIPELIA-BASE VS11 CONFIGURE RECORDING SCHEDULE 2.2. SERVER: BY SERVERFARM 6. KEY MANAGEMENT SYSTEM 13
CAMPUS USING INTEGRATED KEY CONTROL SYSTEMS (E.G., COMPATIBLE 1C06 SOFTWARE LICENSE (PER INTERCOM) N/A GENETEC GSC-SIPELIA-1SIP-ADV V12 | PROPERVMS LICENSING PROVIDED 23. CAMERA: BY SC 6.1. SYSTEM: SEE *ACCEPTABLE MANUFACTURERS NOTE’
WITH GENETEC'S ECOSYSTEM). 24. LABELPRINTER: BYSC 6.2. KEY MANAGEMENT DEVICE BY SC
2.5.2. USERS ACCESS KEYS VIA BADGE SWIPE, WITH EVENTS LOGGED DIRECTLY 25. KIOSK (KIT): BY SC 6.3. PROGRAMMING: BY SC
INTO THE GSC ACCESS CONTROL MODULE. VIDEO SURVEILLANCE SYSTEM V813 |MANUFACTURER SPECIFIC SOFTWARE TRAINING COMPLETED 26. CAMERA: BY SC 6.4. SC SHALL PROVIDE AND INSTALL KEY MANAGEMENT SYSTEM. ALL NECESSARY LICENSES AND /\ REVISIONS
2.5.3. FEDERATION PROVIDES THE PRIMARY SYSTEM WITH REAL-TIME VISIBILITY VSO SYSTEM CONTROLLER/SERVER N/A GENETEC SECURITY CENTER CAMERAS 2.7. PROGRAMMING: BY SC SOFTWARE SHALL BE INCLUDED FOR A COMPLETE AND OPERATIONAL SYSTEM. 110123726 1ISSUE FOR DD
AND AUDIT TRAILS FOR ALL KEY ACTIVITIES. 2.8. SC SHALL PROVIDE AND INSTALL VISITOR MANAGEMENT SYSTEM. ALL NECESSARY LICENSES AND 6.5. KEY MANAGEMENT SYSTEM MUST INTEGRATE INTO GENETEC SECURITY CENTER.
2.5.4. COMPLIES WITH TENANT'S ASSET PROTECTION STANDARDS, INCLUDING VS02 SOFTWARE LICENSE N/A GENETEC GSC-OM-E-1C VS14 CONFIRM FINAL CAMERA INSTALL LOCATION AND VIEW IS NOT OBSTRUCTED AND SOFTWARE SHALL BE INCLUDED FOR A COMPLETE AND OPERATIONAL SYSTEM. 6.6. COMMISSIONING BY SC
ACCOUNTABILITY FOR HARDWARE ASSETS. o SOFTWARE SUPPORT AGREENENT " CENETEG OV-CAUPY ALIGNS WITH DESIGN INTENT. CONFIRM WITH OWNER PRIOR TO INSTALL 29. COMMISSIONING 6.6.1. THE KEY MANAGEMENT SYSTEM MUST BE TESTED FOR THE FOLLOWING FUNCTIONS AS
3. OPERATIONAL ARCHITECTURE VS15 | CAMERA CABLING INSTALLED, PROPERLY DRESSED, AND LABELED 2.9.1. COMMISSIONING SHALL FOLLOW SECURITY COMMISSIONING CHECK LIST. TURNOVER WILL NOT INCLUDED IN THIS PROJECT:
3.1. BUILDING-LEVEL SYSTEMS (1, 2, 3, 4): VS04 TRAINING (1 SEAT) BY GENETEC NA GENETEC SC.OTC.001 BE CONSIDERED COMPLETE UNTIL A COMPLETED CHECK LIST IS PROVIDED TO OWNER AND 6.6.1.1. SYSTEM STATUS
3.1.1. INDEPENDENT GSC INSTANCES FOR LOCAL MONITORING, MANAGEMENT, VS16 | CAMERA MEMORY CARD INSTALLED s VIDEO SUR\FETEEQEEFE FS?(E TAEPMPROVAL AND SYSTEM IS FUNCTIONING AS DESIGNED. ggl g &QMEE(?ARD READ AND AGCEPTED
AND FAILOVER. : 6.1.3.
312 REALTIME FESERATION OF EVENTS. ALARMS, LOGS. AND ENTITY DATA VS05 STORAGE (HARD DRIVE SIZE) VERIFIED BY SECURITY CONTRACTOR N/A PROVIDED BY OWNER PROVIDED BY OWNER o7 | CAMERA NSTALLED 31 RECORDING PLATFORM:  GENETEG SECURITY CENTER 6614 INVALD CARD READ AND REJECTED
(E.G., USERS, DOORS, CAMERAS) TO THE CSOC. VS06 CAMERA SD CARD (REQUIRED FOR ALL CAMERAS) N/A SCANDISK SDXC256GB HIGH ENDURANCE 32. SERVERBY: BY SERVERFARM 6.6.1.5. VALID CARD READ AND REJECT
3.1.3. MAINTAINS OPERABILITY DURING NETWORK DISRUPTIONS, WITH LOCAL VS18 CAMERA LABELED 3.3. STORAGE (HARD DRIVES) BY OWNER (STORAGE CALCULATIONS BY CONTRACTOR)
STORAGE AND SYNCHRONIZATION UPON RECONNECTION. KEY MANAGEMENT SYSTEM 3.4. NETWORK SWITCHES: BY SERVERFARM
3.1.4. COMPLIES WITH TENANT'S FACILITY SECURITY REQUIREMENTS, V819 | CLEAN LENS AND DOME
INCLUDING BACKGROUND CHECKS FOR PERSONNEL AND ACCESS KMO1 KEY MANAGEMENT DEVICE N/A SEE NOTE "SE-1" BY CONTRACTOR VS20 | AIM AND FOCUS CAMERA
CONTROLS. .
— e SE-1: ADDITIONAL SECURITY REQUIREMENTS ADDITIONAL SECURITY REQUIREMENTS
3.2.1. HOSTS THE CENTRAL FEDERATION™ ROLE, AGGREGATING DATA FROM KM02 KEY MANAGEMENT READER N/A SEE NOTE "SE-1 BY CONTRACTOR
ALL SITES INTO A UNIFIED DASHBOARD. VS22 OBTAIN OWNER APPROVAL OF CAMERA VIEW AND PERFORMANCE 1. APPROVED MANUFACTURER SECURITY CONVEYANCE
3.2.2. PRIORITIZES INCOMING INTERCOM AND RADIO TRAFFIC FOR RAPID KM03 SOFTWARE LICENSING N/A SEE NOTE "SE-1" BY CONTRACTOR 1.1.BIDDING CONTRACTORS SHALL PROVIDE PRODUCTS AND EQUIPMENT FROM THE PRE- 1. ALL ACCESS CONTROL CABLING IS REQUIRED TO BE ROUTED IN A FULL CONDUIT PATHWAY. ALL
3.2.3 ;gg\igés FULL SITUATIONAL AWARENESS, INCLUDING CROSS-SITE Y52 |DOCTMENT WAC ADDRESS APPROVED LISTS BELOT. OO T PATH IR BT &
2.3 ~ - 1.2.LEAD TIME ESTIMATES SHALL BE PROVIDED WITH ALL EQUIPMENT AND PRODUCT 2. 1T IS ACCEPTABLE TO ROUTE ALL CAT6 CABLING FROM SECURITY DEVICES REQUIRING
15 o ENTITY SEARCH, ALARM CORRELATION ANDREPORTING. __ __ KMo4 | SOFTWARE LICENSING NIA GENETEC BY CONTRACTOR V824 | DOCUMENT IP ADDRESS SELECTIONS IN WRITING FROM THE MANUFACTURER FOR OW?\IER AND ENGINEER REVIEW, CONNECTION TO OWNER'S NETWORK VIA BASKET TRAY.
2.4. 1.3.ALTERNATE PRODUCTS AND EQUIPMENT:
CONNECTIONS TO REMOTE SYSTEMS. SECURITY CABLING VS25  |UPDATE FIRMWARE TO LATEST VERSION 1.3.1. ALTERNATES WILL NOT BE CONSIDERED WITHOUT THE SUBMISSION OF A FULL, SECURITY SCHEDULES
3.2.5. ENSURES DISASTER RECOVERY THROUGH ANNUAL BCP TESTING, AS VS26 | CHANGE ADMIN PASSWORD FROM DEFAULT TURN-KEY SOLUTION AS SPECIFIED. 1. THE DETAIL NUMBERS PROVIDED IN SCHEDULES ARE FOR REFERENCE ONLY. THE SECURITY
MANDATED BY TENANT STANDARDS. SC SHALL UPSIZE SECURITY CABLING WIRE GAUGE AS REQUIRED BASED ON FINAL PATHWAY LENGTHS AND VOLTAGE DROP CALCULATIONS. SC SHALL UTILIZE PROPERLY 1.3.2. ALTERNATES MAY BE SUBMITTED ALONG WITH A PRE-APPROVED SOLUTION AS CONTRACTOR IS REQUIRED TO CONFIRM FINAL DOOR HARDWARE AND FINAL MOUNTING STYLES
RATED CABLE FOR OUTDOOR DEVICES. VS27 | CONFIGURE RESOLUTION AS REQUIRED AN ALTERNATE PRICING OPTION FOR OWNER AND ENGINEER APPROVAL AND LOCATIONS WITH ARCHITECT PRIOR TO PROCUREMENT.
1.3.3. ALTERNATE PRODUCTS AND EQUIPMENT SHALL BE PROVIDED WITH EQUAL OR
SWO01 18 AWG 4 CONDUCTOR RISER VERIFY WINDY CITY WIRE 7273090 VS28 CONFIGURE FRAME RATE AS REQUIRED BETTER SPECIFICATION DOCUMENTATION. SECURITY SHOP DRAWING
1.3.4. APPROVAL OF ALTERNATE PRODUCTS AND EQUIPMENT SHALL BE AT THE SOLE 1. SECURITY DEVICES SHALL NOT BE INSTALLED UNTIL CONTRACTOR HAS SUBMITTED AND CORGAN
SW02 22 AWG 4 CONDUCTOR RISER VERIFY WINDY CITY WIRE 425310 VS29 VERIFY RECORDED VIDEO RESOLUTION AND FRAME RATE MEET SPECS DISCRETION OF THE OWNER AND ENGINEER. RECEIVED APPROVAL ON SHOP DRAWINGS BY OWNER AND ENGINEER. CONTRACTOR TO #1300. 20 N Orange Ave. Orlando
2. KEY MANAGEMENT SYSTEM REVIEW ALL DRAWING AND BOOK SPECIFICATIONS FOR SHOP DRAWING REQUIREMENTS. SHOP ’ : N ’
SWO03 |22 AWG 3 PAIR SHIELDED RISER VERIFY WINDY CITY WIRE 445300 V830 | CONFIGURE COMPRESSION SETTINGS 2.1.THE BIDDING CONTRACTOR MAY CHOOSE BETWEEN THE FOLLOWING PRE-APPROVED  KEY DRAWINGS SHALL INCLUDE, BUT NOT BE LIMITED TO: o 43224840;263
MANAGEMENT SOLUTIONS. WHICHEVER IS CHOSEN, THE CONTRACTOR MUST PROVIDE A COORDINATED DEVICE LOCATIONS AND LABELING . .
SWo4 22 AWG 2 PAIR SHILEDED RISER OSDP VERIFY WINDY CITY WIRE 415110-OSDP VS31 | CONFIGURE WIDE DYNAMIC RANGE AS REQUIRED COMPLETE END.TO-END SOLUTION FROM A SINGLE MANUFACTURER. THE NSTALLED o COORDINATED DEVICE MOUNTING ELEVATIONS WWW.cOrgan.com
SWO05 COMPOSITE CABLE OSDP VERIFY WINDY CITY WIRE 4461030-OSDP VS32 CONFIGURE IR AS REQUIRED SYSTEM MUST BE PROVIDED WITH A 3-YEAR WARRANTY AND INSTALLED BY FACTORY B. DEVICE LABEL MOCK-UPS
CERTIFIED TECHNICIANS. C. COORDINATED BUILDING FACADE ELEVATIONS INCLUDING ALL MEP AND ARCHITECTURAL
VS33 | DOWNLOAD AND RETAIN A COPY OF CAMERA CONFIGURATION 2.1.1. ASSA ABBOLY - TRAKA ELEMENTS
2.1.2. DEISTER ELECTRONICS —FLEXX D. FENCE AND GATE MOUNTING DETAILS
CAMERA MATRIX - HANWHA WORKSTATIONS 2.1.3. MORSE WATCHMAN -KEYWATCHER E. CORRDINATED INTERIOR AND EXTERIOR SECURITY CONVEYANCE AND PATHWAYS
3. CAMERAS 2. DEVICE COLORS SHALL BE COORDINATED WITH ARCHITECT PRIOR TO SHOP DRAWING
TYPE DESCRIPTION MANUFACTURER MODEL IMAGE SENSOR(S) LENS NOTES VS34 | WORKSTATION CABLING INSTALLED, PROPERLY DRESSED, AND LABELED 31 THE BIDDING CONTRACTOR MAY CHOOSE BETWEEN THE FOLLOWING PRE-APPROVED SUBMISSION.
CAMERA MANUFACTUERS. WHICHEVER IS CHOSEN, THE CONTRACTOR MUST
1 |INTERIOR FIXED CAMERA HANWHA XND-6083RV 2MP VF 2.8-12 POE VS35 | WORKSTATIONS INSTALLED AND POWERED ON PROVIDE A COMPLETE END-TO-END SOLUTION FROM A SINGLE MANUFACTURER. THE CAMERA SD CARDS
INSTALLED SYSTEM MUST BE PROVIDED WITH A 3-YEAR WARRANTY AND INSTALLED BY 1. SECURITY CONTRACTOR SHALL PROVIDE AN SD FOR EACH IMAGER CHANNEL. A SINGLE SD FOR
2 |INTERIOR 180 CAMERA HANWHA PNM-9085RQZ1 8MP VF 3.2-10 HPOE VS36 | WORKSTATIONS LABELED P ACTORY CERTEIED TECHNICIANS. MULTILENS CAMERAS IS NOT AGCEPTABLE.
3 INTERIOR 270 CAMERA HANWHA PNM-9085RQZ1 8MP VF 3.2-10 HPOE VS37 DOCUMENT MAC ADDRESS 3.1.1. HANWHA 2. SECURITY CONTRACTOR SHALL PROVIDE FULL INTEGRATION FOR SIMULTANEOUS RECORDING
3.1.2. AXIS LOCALLY ON EACH CAMERA SD CARD AND AT THE VMS HEADEND. IN THE EVENT THAT A CAMERA
4 | INTERIOR 360 CAMERA HANWHA PNM-9085RQZ1 8MP VF 3.2-10 HPOE VS38 | DOCUMENT IP ADDRESS LOSES CONNECTIVITY TO THE SECURITY SERVER AND STORAGE STACK, THE LOCAL SD CARD
SHALL AUTOMATICALLY UPLOAD FOOTAGE TO THE HEADEND SERVER UPON RECONNECTION.
5 |EXTERIOR FIXED CAMERA (4K) HANWHA PNV-A9081R 4K VF 4.50-10 POE+ VS39 | APPLY LATEST OS UPDATES 3. SECURITY CONTRACTOR TO PROGRAM AND CONFIGURE TAMPER DETECTION ON ALL SECURITY
6 EXTERIOR FIXED CAMERA HANWHA XND-8081RV 5MP VF 3.9-94 POE VS40 CREATE USERNAMES AND PASSWORDS AS REQUIRED ROI P SYSTE M N OTES CAMERAS
7  |EXTERIOR 180 CAMERA HANWHA PNM-9085RQZ1 20MP VF 3.2-10 HPOE V841 INSTALL VMS CLIENT AND UPDATE TO LATEST VERSION
~ _ VS42 CONFIGURE CAMERA VIEWS AS REQUIRED 1. 2-WAY RADIO COMMUNICATIONS SYSTEM DESCRIPTION
8 |EXTERIOR 270 CAMERA RANWRA PM-9085RQZ1 20MP VF32-10 HPOE 1.1. IMPLEMENTS A DIGITAL TWO-WAY RADIO SYSTEM CONFIGURED AS A RADIO CAMERA INSTALLATION NOTES
9 EXTERIOR 360 CAMERA HANWHA PNM-9085RQZ1 20MP VF 3.2-10 HPOE VS43 CONFIGURE MAP VIEWS AS REQUIRED OVER IP (ROIP) NETWORK FOR FULL-CAMPUS COVERAGE. THE SYSTEM
UTILIZES UHF/VHF FREQUENCIES WITH 12.5 KHZ CHANNEL SPACING IN TIME L
10  |INTERIOR DUAL IMAGE CAMERA HANWHA PNM-7082RVD (2) 2MP VF 3-6 POE V844 |CONFIGURE EVENT/ ALARM LISTS AS REQUIRED DIVISION MULTIPLE ACCESS (TDMA) MODE, ALLOWING FOR TWO 1N%"TLE'STOETTISFF§V%'\£ERAS ARE REQUIRED TO BE MOUNTED AT A MAXIMUM OF 96" AFF UNLESS
SIMULTANEOUS VOICE PATHS PER CHANNEL, THEREBY ENABLING EFFICIENT .
11| EXTERIOR THERMAL + 4K HANWHA TNM-C4950TD VA T ERMAL + Ak L T R HPOE VIDEQ INTERCOM SPECTRUM UTILIZATION. EACH BUILDING (1-4) IS EQUIPPED WITH ITS OWN B O e A UNTED TO THE SIDE OF THE BUILDING SHALL BE MOUNTED AT 140 .
VI01 | DEVICE CABLING INSTALLED, PROPERLY DRESSED, AND LABELED INDEPENDENT ROIP SUBSYSTEM, WHICH INCLUDES LOCAL REPEATERS, BASE 3. ALL INTERIOR FIXED CAMERAS FACING DATA HALL DOORS SHALL BE WALL-MOUNTED AT 96" AFF.
CAMERA MATRIX - AXIS fCT)ACTA'gENDSi ,\IA’;LT“EL’\E)’]‘Qgf’;féFT%PGG:STELVEAEE-NTT';EAE/'Q'L’J“BRQROS%EI(';'\T/'E'; s 4. ALL EXTERIOR FIXED CAMERAS LOCATED NEXT TO ENTRANCE DOORS ARE REQUIRED TO BE
VI02 | INTERCOM DEVICES INSTALLED : - 5" 10"
rvee wowrsoren|  wove | macesewsons | e | WOt | v AT T e e e bR e T | e O
1 |INTERIOR FIXED CAMERA AXIS P3275-LV 2MP VF 3.4-9.8 POE DEDICATED FCC-LICENSED CHANNELS ARE PROVIDED FOR EACH BUILDING'S 5A@%VEXgE§&RU?\,AL'\£ggﬁ,so%TDHgTﬁEE'\é\ENﬁgEOR YARD ARE REQUIREDTO BE MOUNTED AT 250 m
VI04 REMOTE UNIT(S) POWERED ON AND FUNCTIONAL SECURITY STAFF, NETWORK OPERATIONS STAFF, AND FACILITY OPERATIONS 6. ALL LIGHT POLE MOUNTED CAMERAS SHALL BE INSTALLED AT 20'-0" ABOVE FINISHED GRADE m > D
2 |INTERIOR 180 CAMERA AXIS P3735-PLE 8MP " " -
VF 3.18 - 8.12 Type 2 Class 4 V05 | AUDIELE TONE GENERATED AT THE MASTER STATION STAFF WITH A SHARED "ALL CALL" CHANNEL FOR CAMPUS-WIDE BROADCASTS. UNLESS NOTED OTHERWISE. <E
3 |INTERIOR 270 CAMERA AXIS P3735-PLE 8MP VF 3.18 - 8.12 Type 2 Class 4 THE SYSTEM INCLUDES PROVISIONS FOR TEXT MESSAGING, GPS LOCATION 7.1T IS ACCEPTABLE TO MOUNT CAMERAS TO THE UNDERSIDE OF THE BASKET TRAY WHEN THE U) -
: : VI06 | AUDIBLE TONE GENERATED AT THE REMOTE STATION(S) TRACKING (WHERE APPLICABLE), AND INTEGRATION WITH CELLULAR APPS VIA BASKET TRAY IS MOUNTED AT 10'-0"AFF. IF BASKET TRAY IS INSTALLED AT A HEIGHT OTHER THAN m LL]
4 |INTERIOR 360 CAMERA AXIS P3735-PLE 8MP VF 3.18 - 8.12 Type 2 Class 4 A WAVE GATEWAY FOR EXTENDED REACH. THE 2-WAY RADIO SYSTEM WITH 10" AFF, SC SHALL PROVIDE A MOUNTING SOLUTION SO THE CAMERA LENS FINAL MOUNTING O ]
— V07 |CLEAR AND INTELLIGIBLE AUDIO AT EACH UNIT UHF/VHF REPEATER FUNCTIONALITY, ENSURING 95% COVERAGE ACROSS HEIGHT IS 96" AFF. SC IS RESPONSIBLE FOR NOTIFYING THE OWNER IF THESE REQUIREMENT |
EXTERIOR FIXED CAMERA (4K) AXIS P3288-LVE 4K VE4.4-146 Type 1 Class 3 INTERIOR SPACES, AND EQUIPMENT YARDS. HARDWARE INCLUDES MULTI- CAUSE SIGHT-LINE OBSTRUCTIONS AND COORDINATE WITH OWNER TO DETERMINE THE FINAL O —
VI08 CLEAR VIDEO IDENTIFICATION OF INDIVIDUAL AT REMOTE STATION(S) GROUP CALL CAPABILITIES, SITE ALL-CALL FUNCTIONS, PUSH-TO-TALK ID AND MOUNTING HEIGHT/SOLUTION. —
6 EXTERIOR FIXED CAMERA AXIS P3287-LVE 5MP VE3.0-85 Type 1 Class 3 RADIO DISABLE/CHECK FEATURES. THE DESIGN SHALL ADHERE TO ALL 8. IF BASKET TRAY IS SHIFTED FROM ITS INTENDED LOCATION DUE TO IN-FIELD COORDINATION, E C I I >
VI09 | MOBILE APP DOWNLOADED ON UP TO (5) DEVICES RELEVANT CODES INCLUDING NFPA, FCC, AND LOCAL AHJ REQUIREMENTS, ADDITIONAL MOUNTING HARDWARE SHALL BE PROVIDED TO INSTALL CAMERAS AT THE LOCATION N
7 |EXTERIOR 180 CAMERA AXIS P3747-PLVE 20MP VE 3.18 - 7.42 Type 2 Class 4 WITH DEDICATED FCC CHANNEL LICENSES OBTAINED BY THE CONTRACTOR. SHOWN ON THE DRAWINGS o
VI10 | MOBILE APP FUNCTIONALITY AT MASTER UNIT CONFIRMED 2 FUNCTIONALITY : _C I I I !
8 |EXTERIOR 270 CAMERA AXIS P3747-PLVE 20MP VF 3.18 - 7.42 Type 2 Class 4 Vit PROPER VIDEO INTERCOM LICENSING PROVIDED 2.1. THE ROIP ARCHITECTURE LEVERAGES FACILITY IP NETWORKS TO EXTEND m O m
TRADITIONAL RADIO COVERAGE, ALLOWING SEAMLESS COMMUNICATION
9 |EXTERIOR 360 CAMERA AXIS P3747-PLVE 20MP ’
VF 3.18-7.42 Type 2 Class 4 VISITOR MANAGEMENT SYSTEM ACROSS DISTRIBUTED BUILDINGS WITHOUT RELYING ON PUBLIC INTERNET t G) D <
10 | INTERIOR DUAL IMAGE CAMERA AXIS P4705-PLVE (2) 2MP (USING PRIVATE FIBER OPTIC LINKS). KEY FEATURES INCLUDE MULTI-GROUP .
VF 3.26-8.12 Type 2 Class 3 VMO! | DEVICE CABLING INSTALLED, PROPERLY DRESSED, AND LABELED CALLS PROGRAMMED WITH SHARED IDS FOR DEPARTMENTAL COORDINATION; CD I— (D
UNCOOLED ONE-TO-ONE AND ONE-TO-MANY TEXT MESSAGING IN DIGITAL MODE; REMOTE > O
11 |EXTERIOR THERMAL + 4K AXIS Q8752-E Mk 11 35mm | MICROBOLOMETER + 35MM THERMAL, VM02  |BIOMETRIC DEVICE INSTALLED AND POWERED ON RADIO MONITORING/DISABLE FOR SUPERVISORY CONTROL; AND DIVISION OF CD
2MP VISIBLE VISIBLE VF 4.3-137.6 | 52-58VDC CHANNELS INTO TWO TIMESLOTS FOR DOUBLED CAPACITY. THE SYSTEM e
VMO3  |IPAD AND STAND INSTALLED AND POWERED ON SHALL SUPPORT ANALOG-TO-DIGITAL MIGRATION IF NEEDED. BEST PRACTICE qJ —
TO BE INCORPORATED INCLUDE: CONDUCTING A SITE SURVEY TO OPTIMIZE
SECURITY DEVICE CABLING MATRIX VM04 | VIDEO CAMERA INSTALLED AND POWERED ON REPEATER PLACEMENT FOR MAXIMUM COVERAGE AND MINIMAL (D
INTERFERENCE; USING STATIC IP ADDRESSES ON ROIP GATEWAYS FOR
DEVICE DESCRIPTION CABLE TYPE(S) VMOS5 | VISITOR MANAGEMENT SYSTEM FUNCTIONALITY TESTED RELIABLE CONNECTIVITY; IMPLEMENTING REDUNDANCY WITH BACKUP POWER
VMO6 PROPER LICENSING PROVIDED AND FAILOVER LINKS TO PREVENT SINGLE POINTS OF FAILURE; ENSURING
NETWORK SECURITY THROUGH ENCRYPTION, FIREWALLS, AND VLAN
CARD READER () COMPOSITE SECURITY CABLE NOTE: SC IS REQUIRED TO FILL OUT SECURITY COMMISSIONING CHECKLIST AND SUBMIT TO ENGINEER/OWNER FOR REVIEW AND APPROVAL PRIOR TO PROJECT SEGMENTATION TO PROTECT AGAINST UNAUTHORIZED ACCESS; AND
BIOMETRIC READER (1) COMPOSITE SECURITY CABLE & (1) CAT6A CABLE ACCEPTANCE. SCALABILITY FOR FUTURE EXPANSIONS. THE SYSTEM SHALL BE SEVERABLE—
EACH BUILDING'S ROIP SYSTEM SHALL OPERATE INDEPENDENTLY IF FIBER
LOCAL ALARM (1) COMPOSITE SECURITY CABLE LINKS ARE DISRUPTED, MAINTAINING LOCAL COMMUNICATIONS VIA
STANDALONE REPEATERS WHILE FEDERATING BACK UPON RECONNECTION.
INTERCOM (1) COMPOSITE SECURITY CABLE & (1) CAT6A CABLE AN "ALL CALL" FUNCTION ENABLES EMERGENCY BROADCASTS ACROSS ALL
CHANNELS SIMULTANEOUSLY.
INTERCOM - MASTER STATION (1) COMPOSITE SECURITY CABLE & (1) CAT6A CABLE 3. ROIP INTEGRATION INTO SECURITY SYSTEM
DOOR RELEASE 18 AWG 2 CONDUCTOR 3.1. SYSTEM SHALL INTEGRATE WITH GENETEC SECURITY CENTER VIA THIRD-
PARTY TOOLS, ENABLING ROIP TRAFFIC TO INTERFACE WITH GSC'S SIPELIA™
DOOR CONTACT 22 AWG 2 CONDUCTOR MODULE FOR UNIFIED COMMUNICATIONS. RADIO ALERTS SHALL TRIGGER GSC
EVENTS, CAMERA CALLUPS TO CSOC VIDEO FEEDS OR LOGGING INCIDENTS IN
OVERHEAD DOOR CONTACT 22 AWG 2 CONDUCTOR THE FEDERATED DATABASE. CSOC ACTS AS THE CENTRAL DISPATCH HUB,
ROUTING ALL RADIO TRAFFIC FOR TRIAGE, ALARM ACKNOWLEDGMENT, AND
GLASS BREAK SENSOR 22 AWG 4 CONDUCTOR COORDINATION WITH OTHER SYSTEMS. THIS ENSURES REAL-TIME INCIDENT
RESPONSE, WITH LOGS COMPLIANT TO TENANT'S INCIDENT MANAGEMENT AND
CAMERAS (1) CAT6A CABLE REPORTING STANDARDS. INTEGRATION SUPPORTS TWO-WAY AUDIO DISPATCH
TO RADIOS, PHONES, OR PAS, ACCELERATING RESPONSE TIMES AS PER
GENETEC'S AUDIO COMMUNICATIONS FEATURES.
4. ESTIMATED QUANTITIES AND ACCESSORIES:
4.1. BUILDINGS 1-4 (EACH): 10 HANDHELD RADIOS FOR SOC STAFF, 15 FOR NOC
STAFF.
4.2. ACCESSORIES (CAMPUS-WIDE): 4 SIX-BAY DOCKING STATIONS, 8 EXTRA
BATTERIES; UNIVERSAL RAPID SIX-BAY DROP-IN CHARGERS WITH BUILT-IN
POWER SUPPLY; ANTENNAS AND MOUNTING HARDWARE AS REQUIRED FOR
SECURITY
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